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INTRODUCTION!
Confronting CX Data Security Threats 
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CYBERSECURITY:  
The threat landscape 
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Malware and ransomware attacks 
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It was noted by a respondent at the CXOutsourcers round table discussion, 
“Ransomware is one piece of the pie, and its’ got many layers to it.” 
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Social engineering 
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Distributed denial of service (DDoS) attacks 
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A respondent at the roundtable discussion shared that their business had regularly 
experienced attempted DDoS attacks, noting that “we continuously monitor the 

tra!c, usually getting 100 – 200 visitors per minute and then all of a sudden it 
would jump to 10,000. And that is a DDoS attack. You need to have DDoS 

protection.” 
$
]'#$ ,.$ ,"#$ B%&5#3409$ ,"#$ #0.33#/0#$ 4&5'-,/<$ "%-$ #*B#/4#&0#5$ %$ 0.&-45#/%2(#$
4&0/#%-#$4&$-4K#@$!"4-$A%04(4,%,#5$%&$#&./3.'-$-'/1#$4&$]].:$%,,%0H-@$N&$A%0,9$4&$=>=>9$
,"#$ %&&'%($ &'32#/$ .A$ ]].:$ %,,%0H-$ 4&0/#%-#5$ 2<$ TU^V9$ 74,"$ ,"#$ %6#/%1#$ %,,%0H$
(%-,4&1$.6#/$TU$".'/-$M$%&5$,"#$(.&1#-,$%,,%0H$(%-,4&1$%(3.-,$-4*$5%<-@$$
$
$
Insider threats 
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Third-party risks 
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This issue was emphasized by a respondent at the roundtable discussion, who 
mentioned that it is important to “think about all of your vendors, and are all of 

your vendors protected?” 
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Regulatory compliance and data privacy 
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IMPACT OF CYBER ATTACKS 
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Cost of cybercrime 
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Rise of ransomware attacks 
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Prevalence of phishing attacks 
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Expanded attack surface due to remote work 
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#3B(.<##-$7./H4&1$/#3.,#(<@)$
$
!"4-$ #*B%&5#5$ %,,%0H$ -'/A%0#$ B/#-#&,-$ &#7$ 0"%((#&1#-$ A./$ -#0'/4&1$ #&5B.4&,-9$
#&-'/4&1$-#0'/#$/#3.,#$%00#--9$%&5$B/.,#0,4&1$-#&-4,46#$0'-,.3#/$5%,%@$
!
!
CHALLENGES IN PROTECTING CONTACT CENTERS  
AGAINST CYBER THREATS. 
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Limited budgets 
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The issue of minimal budget being assigned to cybersecurity was raised by one of 
the roundtable respondents, stating that, “…it never ceases to amaze me how 

di!cult some security teams find it to get budget.” they continued that the issue, 
“is a mixture of poor budget, not taking it seriously, and the people who are dealing 

with security don't have a loud enough voice high enough in the organization.” 
$
Potential strategies 
!.$34,41%,#$,"#-#$/4-H-9$0.&,%0,$0#&,#/$#*#0',46#-$0%&$5#B(.<$,"#-#$-,/%,#14#-g$
!

•$ !"#$"#%#&'()*+'",')-"#%*(#./',%0'.%,1$ N5#&,4A<$0/4,40%($%/#%-$.A$6'(&#/%24(4,<$%&5$
B/4./4,4K#$4&6#-,3#&,-$2%-#5$.&$/4-H$%--#--3#&,@$

•$ 2'/'"34'()$,%5'66')%#/'(,$7-%#$.,1$ N3B(#3#&,$0.-,S#AA#0,46#$-#0'/4,<$-.(',4.&-$
%&5$(#6#/%1#$.B#&S-.'/0#$./$0(.'5S2%-#5$-#0'/4,<$,..(-@$

•$ 8''9(':%'".37( 6-.;#.4($<<$"%-.#%#',1$R*B(./#$1/%&,-9$ 1.6#/&3#&,$ A'&54&19$ ./$
0<2#/-#0'/4,<$B%/,&#/-"4B-$,.$-'BB(#3#&,$,"#$2'51#,@$

System complexity 
).&6#/-#(<9$ 0.&,%0,$ 0#&,#/-$ ,<B40%((<$ "%6#$ 0.3B(#*$ N!$ 4&A/%-,/'0,'/#-9$ 4&,#1/%,4&1$
6%/4.'-$-<-,#3-9$%BB(40%,4.&-9$%&5$5%,%2%-#-@$!"4-$4-$A'/,"#/$0.3B(40%,#5$,"/.'1"$,"#$
3%--$341/%,4.&$ ,.$ /#3.,#$7./H4&1$#&64/.&3#&,-@$I-$-'0"9$ ,"4-$0.3B(#*4,<$3%H#-$ 4,$
0"%((#&14&1$ ,.$ #&-'/#$ 0.3B/#"#&-46#$ -#0'/4,<$ %0/.--$ %(($ (%<#/-$ %&5$ 0.3B.&#&,-@$
f#1%0<$-<-,#3-9$,"4/5SB%/,<$4&,#1/%,4.&-9$%&5$/%B45$,#0"&.(.1<$%56%&0#3#&,-$A'/,"#/$
0.&,/42',#$ ,.$ -<-,#3$ 0.3B(#*4,<9$ 4&0/#%-4&1$ ,"#$ B.,#&,4%($ %,,%0H$ -'/A%0#$ %&5$
6'(&#/%24(4,4#-@$
$
Potential strategies 
!.$%55/#--$,"#-#$6'(&#/%24(4,4#-9$0.&,%0,$0#&,#/$#*#0',46#-$0%&g$
!

•$ =$.;-)%("'4-73"("#,9(3,,',,0'.%,1$I--#--$,"#$#&,4/#$N!$4&A/%-,/'0,'/#9$45#&,4A<$
6'(&#/%24(4,4#-9$%&5$B/4./4,4K#$-#0'/4,<$#&"%&0#3#&,-$2%-#5$.&$/4-H$#*B.-'/#@$

•$ >0<7'0'.%(#.5;'<%?(;'6'.,'(73*'",1$R3B(.<$3'(,4B(#$(%<#/-$.A$-#0'/4,<$0.&,/.(-9$
4&0('54&1$ A4/#7%((-9$ 4&,/'-4.&$ 5#,#0,4.&$ -<-,#3-9$ #&0/<B,4.&9$ %&5$ %00#--$
0.&,/.(-@$

•$ @$;'".#&'( 3.;( )$.,$7#;3%'( ,*,%'0,1$ :,/#%3(4&#$ %&5$ 'B5%,#$ ,"#$ N!$
4&A/%-,/'0,'/#$ ,.$ /#5'0#$ 0.3B(#*4,<9$ #(434&%,#$ .',5%,#5$ ,#0"&.(.14#-9$ %&5$
#&"%&0#$-#0'/4,<$B.-,'/#@$

$

A respondent at the roundtable discussion highlighted the importance of 
conducting regular risk assessments, stating that, “You need to do risk 

assessments once a year at the very minimum. Have that penetration test. Make 
sure you have somebody that can do your patch management – anytime you 

phone.” 
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Insider threats 
N&-45#/$ ,"/#%,-9$ 4&0('54&1$ #3B(.<##-$ 74,"$ %',"./4K#5$ %00#--9$ 0%&$ B.-#$ -41&4A40%&,$
0"%((#&1#-$ 4&$ B/.,#0,4&1$ 0.&,%0,$ 0#&,#/-$ %1%4&-,$ 0<2#/$ ,"/#%,-@$ I-$ 3#&,4.&#59$
5#,#0,4&1$%&5$34,41%,4&1$4&-45#/$,"/#%,-$0%&$2#$0.3B(#*9$%-$45#&,4A<4&1$3%(404.'-$4&,#&,$
./$&#1(41#&,$2#"%64./$/#O'4/#-$0.&-,%&,$3.&4,./4&1$%&5$%&%(<-4-@$
$
Potential strategies 
!"4-$A/#O'#&,$3.&4,./4&1$%&5$%&%(<-#-$0%&$4&0('5#g$
!

•$ A0<7$*''( %"3#.#.4( 3.;( 3B3"'.',,1$ R5'0%,#$ #3B(.<##-$ %2.',$ 0<2#/-#0'/4,<$
2#-,$ B/%0,40#-9$ ,"#$ 43B./,%&0#$ .A$ 5%,%$ B/.,#0,4.&9$ %&5$ ,"#$ B.,#&,4%($
0.&-#O'#&0#-$.A$&#1(41#&,$2#"%64./@$!"4-$,/%4&4&1$-".'(5$2#$.&1.4&1$%&5$'B$,.$
5%,#@$

•$ >0<7'0'.%(3))',,()$.%"$7,1$f434,$'-#/$B/464(#1#-$2%-#5$.&$b.2$/.(#-9$43B(#3#&,$
3'(,4SA%0,./$ %',"#&,40%,4.&9$ %&5$ /#1'(%/(<$ /#64#7$ %&5$ 'B5%,#$ %00#--$
B#/34--4.&-@$

•$ A,%3+7#,?( #.)#;'.%( "',<$.,'( <"$%$)$7,1$]#6#(.B$ 4&045#&,$ /#-B.&-#$ B(%&-$ ,"%,$
4&0('5#$ 3.&4,./4&1$ %&5$ %&%(<K4&1$ '-#/$ %0,464,4#-9$ 43B(#3#&,4&1$ 2#"%64./$
%&%(<,40-9$%&5$/#-B.&54&1$B/.3B,(<$,.$-'-B404.'-$%0,464,4#-@$

$
Rapidly evolving threat landscape 
!"#$0<2#/-#0'/4,<$,"/#%,$(%&5-0%B#$4-$0.&,4&'.'-(<$#6.(64&19$74,"$%,,%0H#/-$#3B(.<4&1$
&#7$ ,%0,40-9$ ,#0"&4O'#-9$ %&5$ ,..(-@$ :,%<4&1$ %"#%5$ .A$ #3#/14&1$ ,"/#%,-$ /#O'4/#-$
0.&-,%&,$ 3.&4,./4&19$ ,"/#%,$ 4&,#((41#&0#$ %&%(<-4-9$ %&5$ ,43#(<$ -#0'/4,<$ 'B5%,#-@$
R*#0',46#-$A%0#$,"#$0"%((#&1#$.A$H##B4&1$'B$74,"$,"#$#6.(64&1$,"/#%,$(%&5-0%B#$%&5$
%5%B,4&1$,"#4/$-#0'/4,<$3#%-'/#-$%00./54&1(<@$
$
Potential strategies 
!"#-#$-#0'/4,<$3#%-'/#-$-".'(5$4&0('5#g$
!

•$ C-%,$-")'( )*+'",')-"#%*( .'';,1$ ).&-45#/$ B%/,&#/4&1$ 74,"$ #*,#/&%($
0<2#/-#0'/4,<$ #*B#/,-$ 7".$ 0%&$ B/.645#$ -B#04%(4K#5$ H&.7(#51#9$ ,"/#%,$
4&,#((41#&0#9$%&5$=^hY$3.&4,./4&1@$

•$ =$.%#.-$-,(%"3#.#.4(3.;(';-)3%#$.1$R&0.'/%1#$#3B(.<##-$%&5$N!$,#%3-$,.$-,%<$
'B5%,#5$.&$,"#$(%,#-,$,"/#%,-$%&5$34,41%,4.&$,#0"&4O'#-$,"/.'1"$/#1'(%/$,/%4&4&1$
-#--4.&-9$0.&A#/#&0#-9$%&5$4&5'-,/<$A./'3-@$

•$ A.434'( #.( #.6$"03%#$.( ,?3"#.41$ ).((%2./%,#$74,"$ 4&5'-,/<$ B##/-9$ 1.6#/&3#&,$
%1#&04#-9$%&5$0<2#/-#0'/4,<$0.33'&4,4#-$,.$#*0"%&1#$,"/#%,$4&,#((41#&0#$%&5$
-,%<$4&A./3#5$%2.',$#3#/14&1$,"/#%,-@$

$
$
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REMOTE WORK: 
Complications and compliance 
!
R&-'/4&1$3%*43'3$0.3B(4%&0#$%/.'&5$-#0'/4,<$A./$B#.B(#$7./H4&1$/#3.,#(<$/#O'4/#-$
%$ 0.3B/#"#&-46#$ %BB/.%0"$ ,"%,$ %55/#--#-$ 2.,"$ ,"#$ "'3%&$ A%0,./$ %&5$ ,"#$
,#0"&.(.140%($%-B#0,-@$J"4(#$/#3.,#hP141Q$7./H4&1$.AA#/-$A(#*424(4,<$%&5$0.&6#&4#&0#9$4,$
5.#-$B.-#$-B#04A40$0"%((#&1#-$A./$5%,%$-#0'/4,<@$!"4-$-#0,4.&$5#,%4(-$-.3#$-,#B-$,"%,$
0%&$2#$,%H#&$,.$#&"%&0#$-#0'/4,<$%&5$34,41%,#$/4-H-$4&$/#3.,#$7./H4&1$#&64/.&3#&,-@$
$
$
Technological tools 
N,$4-$0/4,40%($A./$2'-4&#--#-$,.$B',$3#%-'/#-$4&$B(%0#$,.$-%A#1'%/5$-#&-4,46#$4&A./3%,4.&$
%&5$-'BB./,$0.3B(4%&0#$4&$%$5#0#&,/%(4K#5$7./HA./0#@$
$
!"#$A.((.74&1$,#0"&.(.140%($,..(-$%&5$%56%&0#3#&,-$-".'(5$2#$'-#5$,.$H##B$5%,%$%-$
-#0'/#$%-$B.--42(#9$%&5$,.$34,41%,#$ ,"#$/4-H$.A$ A4&%&04%(9$.B#/%,4.&%(9$./$ /#B',%,4.&%($
(.--g$
$

•$ 8')-"'("'0$%'(3))',,1$N3B(#3#&,$-#0'/#$/#3.,#$%00#--$,#0"&.(.14#-$-'0"$%-$
eGL-$ ./$ -#0'/#$ /#3.,#$ 5#-H,.B$ B/.,.0.(-$ Cc]GE$ ,.$ #&-'/#$ #&0/<B,#5$
0.&&#0,4.&-$2#,7##&$ /#3.,#$7./H#/-$%&5$0.3B%&<$&#,7./H-@$!"4-$B/#6#&,-$
'&%',"./4K#5$%00#--$,.$-#&-4,46#$5%,%@$

•$ A.;<$#.%(<"$%')%#$.1$]#B(.<$#&5B.4&,$-#0'/4,<$-.(',4.&-$,"%,$4&0('5#$%&,464/'-9$
%&,4S3%(7%/#9$%&5$ 4&,/'-4.&$5#,#0,4.&hB/#6#&,4.&$-<-,#3-$.&$/#3.,#$5#640#-@$
!"#-#$ ,..(-$ "#(B$ 5#,#0,$ %&5$ 34,41%,#$ B.,#&,4%($ ,"/#%,-$ ,.$ /#3.,#$ 7./H#/-Q$
5#640#-@$

•$ D3%3( '.)"*<%#$.1$ N3B(#3#&,$ -,/.&1$ #&0/<B,4.&$ 3#%-'/#-$ A./$ -#&-4,46#$ 5%,%$
-,./#5$.&$/#3.,#$5#640#-$%&5$5'/4&1$,/%&-4,@$!"4-$#&-'/#-$,"%,$#6#&$4A$,"#$5%,%$
4-$4&,#/0#B,#59$4,$/#3%4&-$'&/#%5%2(#$,.$'&%',"./4K#5$4&54645'%(-@$

•$ E'4-73"(,')-"#%*(-<;3%',1$;%4&,%4&$%$ /41./.'-$-0"#5'(#$ A./$%BB(<4&1$-#0'/4,<$
B%,0"#-$ %&5$ 'B5%,#-$ ,.$ %(($ /#3.,#$ 7./H#/-Q$ 5#640#-9$ 4&0('54&1$ .B#/%,4&1$
-<-,#3-9$ %BB(40%,4.&-9$ %&5$ -#0'/4,<$ -.A,7%/#@$ !"4-$ /#5'0#-$ ,"#$ /4-H$ .A$
6'(&#/%24(4,4#-$2#4&1$#*B(.4,#5@$

•$ D3%3( +3)9-<( 3.;( "')$/'"*1$ N3B(#3#&,$ /.2'-,$ 5%,%$ 2%0H'B$ %&5$ /#0.6#/<$
3#0"%&4-3-$,.$B/.,#0,$%1%4&-,$5%,%$(.--$./$-<-,#3$A%4('/#-@$c#3.,#$7./H#/-$
-".'(5$2#$#5'0%,#5$.&$,"#$43B./,%&0#$.A$/#1'(%/$5%,%$2%0H'B-$%&5$B/.645#5$
74,"$4&-,/'0,4.&-$.&$".7$,.$-#0'/#(<$-,./#$%&5$/#0.6#/$5%,%@$

•$ =$.%#.-$-,( 0$.#%$"#.4( 3.;( 3-;#%#.41$ N3B(#3#&,$ 3.&4,./4&1$ %&5$ %'54,4&1$
3#0"%&4-3-$ ,.$ ,/%0H$ /#3.,#$ 7./H#/-Q$ %0,464,4#-9$ 5#,#0,$ B.,#&,4%($ -#0'/4,<$
4&045#&,-9$%&5$45#&,4A<$%&<$'&%',"./4K#5$%00#--$%,,#3B,-$./$'&'-'%($2#"%64./@$
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•$ 8')-"'()$773+$"3%#$.(%$$7,1$G/.645#$/#3.,#$7./H#/-$74,"$-#0'/#$0.33'&40%,4.&$
%&5$0.((%2./%,4.&$ ,..(-$ ,"%,$ #&0/<B,$ 5%,%$%&5$#&-'/#$ 0.&A45#&,4%(4,<9$ -'0"$%-$
-#0'/#$3#--%14&1$ B(%,A./3-$ ./$ 64/,'%($ 3##,4&1$ %BB(40%,4.&-$ 74,"$ #&5S,.S#&5$
#&0/<B,4.&@$

!!
Preventing human error 
c#-B.&-42(#$ A./$[UV$.A$0<2#/-#0'/4,<$2/#%0"#-9$"'3%&$#//./$ 4-$.&#$.A$ ,"#$2411#-,$
0.&,/42',./-$,.$0<2#/0/434&%(-$-'00##54&1$4&$,"#4/$#AA./,-@!*$$
$

A respondent from the roundtable discussion mentioned that, “the biggest 
vulnerability is people, because it moves from just a dodgy email to social 

engineering.” 

$
!"4-$6'(&#/%24(4,<$.A,#&$%/4-#-$7"#&$#3B(.<##-$2#0.3#$,%/1#,-$.A$-.04%($#&14&##/4&1$
,%0,40-$./$'&4&,#&,4.&%((<$3%H#$34-,%H#-$,"%,$#*B.-#$,"#$./1%&4K%,4.&$,.$/4-H@$I-$-'0"9$
,"#-#$/4-H-$0%&$2#$(#--#&#5$74,"$,"#$A.((.74&1$2#-,$B/%0,40#g$

$
•$ 8')-"#%*( 3B3"'.',,( %"3#.#.41$ G/.645#$ 0.3B/#"#&-46#$ -#0'/4,<$ %7%/#&#--$

,/%4&4&1$ ,.$ /#3.,#$7./H#/-9$ 0.6#/4&1$ 2#-,$ B/%0,40#-$ A./$ 5%,%$ B/.,#0,4.&9$ -%A#$
2/.7-4&19$B"4-"4&1$%7%/#&#--9$%&5$-#0'/#$/#3.,#$%00#--$B/.,.0.(-@$R5'0%,#$
,"#3$%2.',$,"#$43B./,%&0#$.A$3%4&,%4&4&1$5%,%$0.&A45#&,4%(4,<$%&5$,"#$B.,#&,4%($
/4-H-$%--.04%,#5$74,"$/#3.,#$7./H@$

•$ 8%"$.4(<3,,B$";(<"3)%#)',1$R3B"%-4K#$ ,"#$ 43B./,%&0#$.A$-,/.&1$%&5$'&4O'#$
B%--7./5-$ A./$ %(($ %00.'&,-$ %&5$ #&0.'/%1#$ ,"#$ '-#$ .A$ B%--7./5$3%&%1#/-@$
c#3.,#$7./H#/-$-".'(5$2#$#5'0%,#5$.&$B%--7./5$"<14#&#9$4&0('54&1$/#1'(%/$
B%--7./5$'B5%,#-9$%6.454&1$B%--7./5$/#'-#$%0/.--$3'(,4B(#$%00.'&,-9$%&5$&.,$
-,./4&1$ B%--7./5-$ 7"#/#$ ,"#<$ %/#$ #%-<$ ,.$ %00#--$ 2<$ "%0H#/-$ C#@1@$ 8..1(#$
].0-E@$

•$ @-7%#563)%$"( 3-%?'.%#)3%#$.( F@GHI1$ N3B(#3#&,$;dI$ %0/.--$ %(($ /#3.,#$ %00#--$
B.4&,-$ ,.$ %55$ %&$ #*,/%$ (%<#/$ .A$ -#0'/4,<@$ !"4-$ "#(B-$ #&-'/#$ ,"%,$ #6#&$ 4A$ %$
B%--7./5$ 4-$ 0.3B/.34-#59$ '&%',"./4K#5$ %00#--$ 4-$ B/#6#&,#5$ '&(#--$ ,"#$
-#0.&5$%',"#&,40%,4.&$A%0,./$4-$B/.645#5@$!"/##SA%0,./$%',"#&,40%,4.&$"%-$%(-.$

!
!*!G$#<6!Q4$/$1B4!M$#%1!"<$A.<!*B0P0!*+&$#,!7877!
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-,%/,#5$04/0'(%,4&1$4&$/#0#&,$<#%/-$%-$%&$#6#/$1/#%,$5#A#&-#$%1%4&-,$0<2#/0/43#9$
7"40"$.A,#&$4&0('5#-$A%04%($/#0.1&4,4.&$,#0"&.(.1<$./$24.3#,/40$-0%&&4&1@!!$$

•$ 8')-"'(J#5G#()$..')%#$.,1$c#3.,#$7./H#/-$-".'(5$2#$#&0.'/%1#5$,.$0.&&#0,$
,.$-#0'/#$J4Sd4$&#,7./H-$%&5$%6.45$'-4&1$B'2(40$./$'&-#0'/#5$&#,7./H-9$-'0"$
%-$,".-#$A.'&5$4&$/#-,%'/%&,-$%&5$%4/B./,-@$R&0.'/%1#$,"#$'-#$.A$64/,'%($B/46%,#$
&#,7./H-$CeGL-E$ ,.$#&0/<B,$5%,%$ ,/%&-34,,#5$.6#/$ ,"#$ 4&,#/&#,$%&5$B/.645#$%$
-#0'/#$0.&&#0,4.&$,.$0./B./%,#$/#-.'/0#-@$

•$ D'/#)'( ,')-"#%*1$ c#3.,#$7./H#/-$ -".'(5$ 2#$ /#O'4/#5$ ,.$3%4&,%4&$ 'BS,.S5%,#$
%&,464/'-$ -.A,7%/#9$ A4/#7%(($ B/.,#0,4.&9$ %&5$ /#1'(%/$ -.A,7%/#$ 'B5%,#-$ .&$ ,"#4/$
5#640#-@$I554,4.&%((<9$./1%&4K%,4.&-$0%&$43B(#3#&,$3.24(#$5#640#$3%&%1#3#&,$
C;];E$-.(',4.&-$,.$#&A./0#$-#0'/4,<$B.(404#-$%&5$/#3.,#(<$3%&%1#$%&5$-#0'/#$
#3B(.<##$5#640#-@$

$

On the importance of employee training, a roundtable respondent highlighted that, 
“95% of your risk can be taken out with just basic proper training parameters and 
culture changes in your business. 95%. But it needs to be ongoing. Because cyber 

criminals are constantly getting better. It’s constantly changing.” 
$
I&.,"#/$ H#<$ %-B#0,$ .A$ 0<2#/-#0'/4,<$ %&5$ B/#6#&,4&1$ "'3%&$ #//./$ 4-$ #&-'/4&1$ ,"%,$
(#%5#/-$%&5$5#04-4.&S3%H#/-$%/#$"#$%&'()!%!"*+&*#$!,-!.$"*#'&/$74,"4&$,"#$0.3B%&<@$
F<$A.-,#/4&1$%$0'(,'/#$,"%,$B/4./4,4K#-$0<2#/-#0'/4,<9$(#%5#/-$0%&$2'4(5$%$B/.%0,46#$%&5$
/#-4(4#&,$#&64/.&3#&,$7"#/#$#3B(.<##-$%/#$#O'4BB#5$74,"$,"#$H&.7(#51#$%&5$,..(-$,.$
45#&,4A<9$B/#6#&,9$%&5$/#-B.&5$,.$0<2#/,"/#%,-$#AA#0,46#(<@$:'0"$%$0'(,'/#$B/.3.,#-$%$
-#&-#$ .A$ /#-B.&-424(4,<9$ %00.'&,%24(4,<9$ %&5$ 6414(%&0#$ %3.&1$ %(($ 3#32#/-$ .A$ ,"#$
./1%&4K%,4.&9$#&-'/4&1$ ,"%,$0<2#/-#0'/4,<$2#0.3#-$ 4&1/%4&#5$ 4&$#6#/<$%-B#0,$.A$ ,"#$
2'-4&#--@$
$
;./#.6#/9$%$-,/.&1$0<2#/-#0'/4,<$0'(,'/#$&.,$.&(<$B/.,#0,-$,"#$0.3B%&<Q-$%--#,-$2',$
%(-.$ #&"%&0#-$ 4,-$ /#B',%,4.&9$ 4&-,4((4&1$ ,/'-,$ %3.&1$ 0'-,.3#/-9$ B%/,&#/-9$ %&5$
-,%H#".(5#/-@$ N,$ 5#3.&-,/%,#-$ %$ 0.334,3#&,$ ,.$ -%A#1'%/54&1$ 4&A./3%,4.&9$ 7"40"$
#-,%2(4-"#-$,"#$./1%&4K%,4.&$%-$%$/#(4%2(#$%&5$,/'-,7./,"<$#&,4,<$4&$,"#$3%/H#,B(%0#@$$
W(,43%,#(<9$ (#%5#/-$ %&5$ 5#04-4.&S3%H#/-$ 7".$ B/4./4,4K#$ 0<2#/-#0'/4,<$ 0'(,'/#$
5#3.&-,/%,#$,"#4/$'&5#/-,%&54&1$.A$,"#$#6.(64&1$,"/#%,$(%&5-0%B#$%&5$,"#4/$5#540%,4.&$
,.$34,41%,4&1$/4-H-9$,"#/#2<$-%A#1'%/54&1$,"#4/$./1%&4K%,4.&Q-$-'00#--$%&5$(.&1#64,<@$
$

Noted by a roundtable respondent, “You need to have a culture within your 
business and within your customers’ business that tries: ‘We will be a security-first 

business.’ …as a leader, you need to lead, to say, ‘we will be conscious, our culture 
!
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will be security first, and we’ll do everything possible to protect our business and 
our people.’” 

$
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CONCLUSION 
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A roundtable respondent highlighting the criticality of data, “…the new value of 
money is data. Data is going to become that value instead of money. As a business 

owner, in my opinion, the only way you’re going to realize that is if you start 
handling your data, treating your data, as if it was money.” 
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